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1. Active Directory Integration.

This App integrates Greentree with Windows Active Directory allowing secure Single Sign on using a
user’s Domain user.

Four new options are available on the User preferences screen under the Active Directory Tab. These
options may only be configured by the Super user.

2. Microsoft Entra ID Integration.

This App also integrates Greentree with Microsoft Entra ID (formerly Azure AD) allowing secure Single
Sign on using modern web authentication provided by Microsoft.

If this option is used Greentree will always authenticate the current Windows user using the security
configured in Microsoft Entra ID, however the first two options below are used for access to Greentree.

This option requires the registration of a new enterprise application in MS Entra and entering identity
information in the App control options. Instructions on setting up a new application are at the end of
this document.

OPTIONS

1. None

e Greentree username and password are used. No checking against Active Directory is
done. If Microsoft Entra ID has successfully authenticated the user, this option will
prevent single sign-on

2. Use Windows Login (bypass GT password check)
e This option provides secure single sign-on. Greentree checks the currently logged on
user is a valid user in the same Domain as the Greentree server OR Greentree uses
Microsoft Entra ID to authenticate the current user. It then logs the user on to the
matching Greentree user.

If this fails, the normal Greentree username and password prompt is used for backup.

3. Check Login on Active directory
e Greentree prompts the user to enter their Greentree username and password.
Greentree checks that the provided user matches a valid Windows user.
e This option is only considered secure if the Disable Server Side User Validation option
(shown in the App Configuration section below) is not ticked. This ensures that the user
is validated against the same Domain that the Greentree server is using.

4. Check Login against current Active Directory User
e Greentree prompts the user to enter their Greentree username and password.
Greentree checks that the provided user matches the current logged on Windows user.
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e This option is only considered secure if the Disable Server Side User Validation option
(shown in the App Configuration section below) is not ticked. This ensures that the user
is validated against the same Domain that the Greentree server is using.

We recommend that you test the configuration of the App thoroughly in a test system prior to
deploying the App in your live Greentree system.

Before installing and configuring the App, ensure that the Greentree username for each user is
identical to his or her Windows Domain username, or identical to their account name (or one
of the other identifier fields) in Microsoft Entra ID.

Do not enable the App for any user that also needs to log in as the Super user as it will prevent
them from being able to do so.

The Super user Greentree account cannot be configured to use Active Directory Integration as
a login but must be selected as a User in | System | Apps For Greentree | Apps Module
Control | Active Directory Integration App| Edit Users

Windows Domain accounts are maintained by the network administrator within Active
Directory. The network administrator should be consulted before configuring this App for
Greentree.

Microsoft Entra ID configuration, including user accounts, is maintained by an administrator
user to the Microsoft Azure platform your organisation. This administrator should be
consulted for assistance in configuring this app and Microsoft Entra ID.

This App provides Active Directory or Microsoft Entra ID integration for access to the core
Greentree system. It does not provide Active Directory integration for external functionality
such as FREE, ODBC, eModules, WebView and Greentree 1Q, for which existing usernames and
passwords are still required.

Greentree Modules: None.

Associated Apps: None.
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Greentree will behave according to which Option has been set for your user account under Other
Greentree Configuration:

None

e Click on the desktop icon to launch Greentree.

e If using Microsoft Entra ID integration, the standard web authentication process will be
used, however once authenticated the normal Greentree login form will be shown.

e Enter your Greentree username and password.

Use Windows Login

e C(Click on the desktop icon to launch Greentree.

e If the user who is logged in to the computer is a valid Active Directory user Greentree
will automatically log on as the Greentree user with a matching username.

e [f using Microsoft Entra ID integration, the standard web authentication process will be
used, and once authenticated Greentree will automatically log on as the matching
Greentree user.

e If this fails the Greentree username and password prompt will appear.

Check Login on Active directory

e Click on the desktop icon to launch Greentree.

e Enter your Greentree user name and password into the Greentree login screen and
select the company you wish to log into.

e If your Greentree username matches an active Windows Network account ID, you will be
logged in to Greentree.

Note: If there is no matching and active Windows Network account ID, you will receive
this message:

Thiz uzer iz not valid in Active Directary

Check Login against current Active Directory User

e Click on the desktop icon to launch Greentree.

e Enter your Greentree user name and password into the Greentree login screen and
select the company you wish to log into.

e If your Greentree username matches an active Windows Network account ID and if you
are logged in to the network on that PC or terminal server session using that Windows
account, you will be logged in to Greentree.
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Note: If there is no matching and active Windows Network account ID, you will receive
this message:

Thiz uzer iz not valid in Active Directary
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Please refer to the Important Notes section above before installing and configuring this App.

APP INSTALLATION

1. Loginto Greentree as the Super user
2. Select the menu item | System | Apps For Greentree | Apps Module Control |

3. Either enter the New Registration Codes supplied and click Install App or click the Check for Purchased
Apps button to display a list of apps recently purchased or renewed to install in bulk.

Apps For Greentree Module Control _ 0O X
5 @ <mEBPLAO
Enter Mew Registration Code Install App Check for Purchased Apps || Delete Inactive/Expired Apps Uninstall Apps For Greentree
PHTIT T, TR RO
Code Mame Diescription Active Expiry Date User Court  Seitings App Count
000000 L4pps For Greentree Forr App U sage infoemation on Foms ¥ 31 December 2053 | 0-Edit Users
010001 AR Sales Orders Tab | Tab in Customer maintenance to display 5 ales Ord ¥ 23 Juna 2020 100-Edit Use
010002 |IN Recrder Workbench | Inventory Reorder Workbench v 25 June 2021 100-Edit Use  Change
010003 |IN Min/Max Workbenich Irventony Min/ax Workbench I 30 Jure 2040 100-Edit Use  Change
010004 AR Sales History Tab | Tab in Customer maintenance to display 5 ales Higl W 3 Decamber 2099 100-Edit Use:
010005 LAR/M Pricing Tab Pricing T.ab in Customer and Inventony Mairtenane 28 May 2021 | O-Edit Users
010006 | Tramsaction UDF Tab in Tranzaction Entry for Custom UDF Fislds 31 December 2039 | 100-Edit Use  Change

4. Select/Highlight the Active Directory Integration App.

Apps For Greentree Module Control

= ® <mEBPLAC
Enter New Registration Code Install App Delete Inactive/Expired Apps  Uninstall Apps For Greentree
Filter Apps View Audits
Code  |Mame Description Active |Expiy Date User Count Seltings App Count
000000 | Apps For Gieenties Foir App LU sage information on Farms I 31 Decembes 2099 3
000N (AR Sales Orders Tab | Tab in Custormer mantenance to display 5 ales Orders R 31 Decembe 2033 |f 100-Edit Users |
0002 |IM Reards: Workbench |Inventony Reorder wiokbench [ 31 Decamber 2099 | ORI O - Change

5. Click on the Edit Users button and select the users who will be configured to use Active Directory
Integration, for which companies.

Apps For Greentree Manager App User Access _ O X
& RECECIIN X N0,
User Count Limit 100 @ Users Teams
User e-Computers - Australii e-Computers - Canada e-Computers - USA (05])| e-Computers - NZ (06) | e-Computers - UK (07) |&
All Users r r r r r
001 EDI AK r v r r r
001 EDI HN r v r r v

6. Once you have selected the users, Save the settings, and Close the window.

7. Save and Close the Module Control form.
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APP CONFIGURATION

N e

Select the menu item | System | Apps For Greentree | Apps Module Control |
Select/Highlight the Active Directory Integration App.
Click on the Change button.

[ ANPEP

TULSLEIIUINY SUREYIL s

Apps For Greentree Module Control

|I.—\. af fmy

EIIEIETIEIL WY UESLs

End-User

..|Verde Group Mew
. Verde Group Mew
. |Verde Group Mew

FIEEIE]

.. [Verde Group Men

=

|ﬁ|

Verde Group New

Verde Group Mew

<< A6 (

®

874

& % < g <nmBPSNO
Enter New Registration Code Install App Check for Purchased Apps  Delete Inactive/Expired Apps Uninstall Apps For Greentree
Filter Apps View Audits
Code  |Name Description Active |Expiry Date User Count | Settings App Count
000000 |Apps For Greentree Forr|4pp Usage information on Forms 2 3 December 2059 | 0-Edit Users
00006 |Transaction UDF Tah in Transaction Entry for Custom UDF Fields [ 3 December 2049 |100-Edit Use.  Change
010002 |Utility System Scripts 4, collection of useful scripts for importing and expe| W 31 December 2043 | 100-Edit Use| Change
010010 |Email Floml Involce.s Fumctl.onahty to email customer invaice copies I~ 31 December 2043 |100-Edit Use| Change AD Login Control
a0t webhiew CRM Mainten:'w'sbview CR Maintenance pages I 3 December 2049 |100-Edit Use.  Change
010032 |4P Supplier Purchase Or| Tab in &P Supplier maintenance to display Purchallv’ 31 December 2043 |24-Edit Users [2] G N
010036 |Schedule Standing TranNew task to schedule standing transactions for the|w 01 December 2043 |100-Edit Use
010040 |Audit Logging and Fepoi| Tracking of changes to specified properties on Gre|v 31 December 2043 |100-Edit Use| Change Disable Server Side User Validation
010043 |A%A Helper Additional 834, funclionality including programmatic v 23 Mayp 2050 0-Edit Users  Chai -
\ 4 |AD Inleati-:-n Active Directons \nteglati-:- — v 3 [.Ieemt-er 2049 o e

010047 |Enquite/Print GL Journal| Functionality to view ar print GL Joumnals from trang 3 December 2049 | 100-Ed g@‘ib»'—e Microsoft Entra ID Integration!
010085 |Invoice Preview Functionality to preview invaices v 3 December 2049 |10 Use Microsoft Entra ID Configuration
010080 |ImpartsE kport Expolorer | Functionality to import and export E splorer Queries W 31 December 2043 | 100-Edit Use TenantID 3608
0070 |Alert Rule Ut Functionality to enhance Alertt Rules v 3 December 2049 |100-Edit Use.  Change ChontID pr=ay
010071 |Email Attachment Proces Functionaliy to read emails and extract Attachmen|[— 3 December 2049 | 0-Edit Users . Change

~ moo72 |JC Printed Invoice Functionlity to llow fres format Invoice defirition ¥ |31 December 2043 | 100-Edit Use Entra Match Field | Ay field
010080 |Advanced Exception Ha| This App will allow users to have another exceptiol ¥ 31 December 2043 |100-Edit Use| Change

g‘ moos3 |Email tracker Tracks all emails sent from Greentree and provides ¥ 3 December 2049 |100-Edit Use.  Change

Disable Server Side User Validation

Enable Debugging

Enable Microsoft Entra ID integration

Tenant ID

Client ID

Entra Match Field

3/6/2024

This option removes the security validation on the server and

means the user is not validated against the same Domain that
the Greentree server is using. Only use with caution.

Tick to enable debugging to track reasons for login failures.

Microsoft Entra ID.

Turns on authentication using security information configured in

The Tenant ID from Microsoft Entra ID — Organisation Overview.

The Application ID from Microsoft Entra ID — App Registration.

Specify a particular field from Microsoft Entra ID that will be
used to match the Greentree username (or email address).

Active Directory Integration



OTHER GREENTREE CONFIGURATION

1. Select the menuitem | System | System Setup | User Maintenance |
2. Select the User you want to change settings for and click on the More Preferences button

e User Maintenance -

x
FYOOOO CI@¢ s @

Mame  Aprl Smith

Teamname |Select

~

More Preferences

Add Team

Ready Jeerd of 13

-

3. Click on the Active Directory tab
4. Click on the Active Directory option that will apply for the user. This setting is used for all
companies that were configured for the user at step 5 of the App Installation section above.

e User Preference Maintenance
Business Analyst Verde Defauts | Attachments

lqc.cmlnaam erde | AppsforGreenties | Queue / Approval

Email Signature | Approvals | Menu secuity

* None
Use windows login [by pass GT password check)
Check Login on Active Directory

Check Login against cument Active Directary User

5. Save the settings, using the save (disk) icon in the header and Close the window.
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MICROSOFT ENTRA ID CONFIGURATION

Configuration of Entra ID through the Microsoft Azure portal should be performed by a user with
administrator permissions. Log in to the Azure portal for the tenant you will be setting up.

1. Select the menuitem | = | Microsoft Entra ID |
2. An overview of the organisation details is shown. Copy the Tenant ID that is shown on this page
and paste in the App Configuration form in Greentree.

Home >

Verde Group New Zealand Ltd | Overview
Microsoft Entra ID

= Add E§3 Manage tenants What's new 5 Preview feature
O overview

. (© Azure Active Directory is now Microsoft Entra ID. Learn more &
Preview features ¥ sl

* Diagnose and solve problems Overview Monitoring Properties Recommendations Tutorii
Manage 22 Search your tenant

ﬂ Users

& Groups Basic information

BE External Identities Name Verde Group Mew Zealand Ltd

4y Roles and administrators Tenant ID 1h08 6de Ih
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3. Select the menuitem | = | App registrations |

g2 Verde Group New Zealand Ltd | App registrations =

Microsoft Entra ID

MNew registration @ Endpoints ﬁ Troubleshooting C_) Refresh
O Overview

Preview features
o Starting June 30th, 2020 we will no longer add any new features to Azure Act

# Diagnose and solve problems no longer provide feature updates. Applications will need to be upgraded to
Manage
All applications ~ Owned applications  Deleted applications
ﬂ Users —_—
& Groups P Start typing a display name or application (client) ID to filter these r...

BE External Identities

Roles and administrators

Be

& Administrative units

% Delegated admin partners
i Enterprise applications
T Devices

5 App registrations

4. Click on the New registration button. Enter the application details. Note the name of the
application is not important. Select the first option (“single tenant”) and Enter
https://login.microsoftonline.com/common/oauth2/nativeclient as the Redirect URI.

Home > Verde Group New Zealand Ltd | App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

Greentree OnPremise v

Supported account types

Who can use this application or access this API?
@) Accounts in this organizational directory only (Verde Group New Zealand Ltd only - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra D tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

| Public client/native (mobile ... ~ | | https://lagin.microsoftonline.com/common/oauth2 /nativeclient \/

Click on the Register button to save the application.
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https://login.microsoftonline.com/common/oauth2/nativeclient

5.0

n the application details page Copy the Application (client) ID that is shown on this page and

paste in the App Configuration form in Greentree.

Home > Verde Group New Zealand Ltd | App registrations >

i Greentree OnPremise »

|/O Search | < i Delete @' Endpoints [ Preview features

I Overview o Got a second? We would love your feedback on Microsoft identity platform (previ

& Quickstart
#" Integration assistant  Essentials
Manage Display name . Greentree OnPremise

Application (client) ID : B17e IB74
B Branding & properties PP

Object ID : 0378 850
—3 Authentication

Directory (tenant) ID . 3b08 bde

Certificates & secrets _—
Supported account types : My organization only

6. Select the menuitem | Enterprise applications | From the list find the new application and
select it to show the overview page.

3/6/2024

Home > Verde Group New Zealand Ltd | Enterprise applications > Enterprise applications | All applications >

) Greentree OnPremise | Overview

Enterprise Application

i Overview Prnper‘ties
([l Deployment Plan Name (D
A Diagnose and solve problems . | Greentree OnPremise n |
Application ID @
Manage
| 817 L [
Il Properties
L] P ObjectID @
&2 Owners | bdfc’ Ih|
i Roles and administrators .
Getting Started

Users and groups

O &

Single sign-on

i

Provisioning & 1. Assign users and groups @J
Application proxy Provide specific users and groups access

to the applications
C  Self-service .
Assign users and groups

Custom security attributes
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7. Select the menu item | Properties |
Set the following properties:
Enabled for users to sign-in? Yes
Assignment required? Yes
Visible to users? No

Home > Verde Group New Zealand Ltd | Enterprise applications > Enterprise applications | All applications > Greentree OnPremise | Users and groups >

Properties

Enterprise Application

Save X Discard [H] Delete ,Q.'j Got feedback?

View and manage application settings for your organization. Editing properties like display information, user sign-in
settings, and user visibility settings requires Global Administrator, Cloud Application Administrator, Application
Administrator roles. Learn more.

If this application resides in your tenant, you can manage additional properties on the application registration.

Enabled for users to sign-in? () li Yes No jl

Name * () | Greentree OnPremise \/|
Homepage URL () | i |
Lego @ (

GT

| Select a file |

Application ID & | B17ec 1874 i |
ObjectID @ | bdfc bde D]
Assignment required? (O IC Yes No jl
. - ' ~
Visible to users? () [ Yes ml

8. Assign users and/or groups to the application for access.
Select the menu item | Users and groups |

Home > Verde Group New Zealand Ltd | Enterprise applications > Enterprise applications | All applications » Greentree OnPremise

Greentree OnPremise | Users and groups

Enterprise Application

Add user/group & Ed t assignment i Remove J::' Update credentials i

# Overview

Deol s o The application will not appear for assigned users within My Apps. Set ‘visible to users?' to yes in pr
ployment Plan

# Diagnose and solve problems
Assign users and groups to app-roles for your application here. To create new app-roles for this ap

Manage

i ) £ First 200 shown, to search all users & gro...
|!| Properties

Owners Display Mame Object Typ

&
&, Roles and administrators No application assignments found
&

Users and groups
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9. Click on the Add user/group button. Select the users and/or groups to assign and then click on

the Assign button.
Home > Verde Group New Zealand Ltd | Enterpri:

Add Assignment

Verde Group New Zealand Ltd

Users and groups
None Selected

Select a role

Users a

@ Trycha

Search

nd groups

nging or adding filters if you don't see what you're looking for. Selected (3)
Reset

‘/3[

< A
2 results found a

Al Users

Groups ¢
o

Name Type Details & €

9

& © User d

10. Select the menu item | Permissions |

On this screen click the Grant admin consent... button to enable authentication without
requiring individual administrator approval for each user.

Home > Verde Group New Zealand Ltd | Enterprise applications » Enterprise applications | All applications > Greentree OnPremise

9 Greentree OnPremise | Permissions

T
- Enterprise Application

i Overview

Deployment Plan

7. Diagnose and solve problems

Manage
Il Properties
& Owners

4k Roles and administrators

&% Users and groups

(0]

Single sign-on

i

Pravisioning
Application proxy
C Self-service
Custom security attributes
Security
Conditional Access

i Permissions

3/6/2024
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O Refresh " Review permissions ,Qj Got feedback?

Permissions

Below is the list of permissions that have been granted for your organization. As an administrator, you ¢a
grant permissions directly to this app (app permissions). Learn more.

You can review, revoke, and restore permissions. Learn mare.

To configure requested permissions for apps you own, use the app registration.
Grant admin consent for Verde Group New Zealand Ltd

Admin consent User consent

5 Search permissions

APl Name 1 Claim value 11 Permission

No admin consented permissions found for the application

Active Directory Integration 13



